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Operational Risk Management

1.1. Background

Operational Risk Management (ORM) is a decision-making tool to systematically help identify operational risks and benefits and determine the best courses of action for any given situation.  For example, an ORM might be performed before beginning a snow plowing operation or conducting a DAM inspection.  This risk management process is designed to minimize risk in order to reduce the likelihood of incidents and accidents from occurring that have potential to impact the mission.  Ultimately, the ORM process will help the Department of the Interior (DOI) preserve assets and safeguard the health and welfare of its most valued resource – the employee.

Risk management is pre-emptive, rather than reactive.  The approach is based on the philosophy that it is irresponsible and wasteful to wait for an incident or accident to happen, then figuring out how to prevent it from happening again.  We manage risk whenever we modify the way we do something to make our chances of success as great as possible, while making our chances of failure, injury or loss as small as possible.  It’s a common sense approach to balancing the risks against the benefits to be gained in a situation and then choosing the most effective course of action.  

Often, the approach to risk management is highly dependent on individual methods and experience levels and is usually highly reactive.  It is natural to focus on those conditions or risks that have caused problems in the past.  In DOI's operational environment where there is a continual chance of something going wrong, it helps to have a well-defined process for looking at tasks to prevent problems from occurring.  ORM is a tool that helps leaders, managers, supervisors, and employees systematically identify risks and benefits using a standardized approach to determine the safest course of action for a given situation.  ORM is designed to mitigate risk in order to reduce the likelihood of incidents or accidents to preserve assets, and safeguard the health and welfare of all. 

Simply put – ORM is a structured way of thinking before we begin anything.  ORM is a simple five-step process, which identifies operational risks and reasonable measures to reduce the risk to personnel, equipment and the mission to an acceptable operational level. 

In DOI operations, decisions need to take into account the significance of the operation, the timeliness of the decision required, and what level of management is empowered to make the action decision.  Risk should be identified and managed using the same disciplined process that governs other aspects of our Agency’s endeavors, with the aim of reducing risk to our resources to the absolute, lowest practical level.



1.2. [bookmark: _Toc202235604][bookmark: _Toc208217222]Purpose
[bookmark: _Toc202235605]The purpose of this ORM plan is to describe the methodology for identifying, tracking, mitigating, and ultimately eliminating risk encountered while accomplishing our mission. 
1.3. [bookmark: _Toc208217223]Scope
[bookmark: _Toc197742666][bookmark: _Toc203189790]The scope of this document pertains to the management of work-related risk in the performance of the DOI mission.  The risk management methodology identified in this document will be used by all DOI employees.  In lieu of creating an additional program burden, bureaus and equivalent offices may use a similar risk management process commensurate with the intent of this plan.  

1.4. Operational Risk Management
Four principles govern all actions associated with ORM risk management.  These continuously employed principles are applicable before, during, and after all tasks and operations, by individuals at all levels of responsibility.

1.4.1. Accept No Unnecessary Risk:
Unnecessary risk is that which carries no commensurate return in terms of benefits or opportunities. Everything we do involves risk.  The most logical choices for accomplishing an operation or task are those that meet all requirements with the minimum acceptable risk.  The upshot to this axiom is “accept necessary risk” required to successfully accomplish the operation or task.

1.4.2. Make Risk Decisions at the Appropriate Level:
Anyone can make a risk decision.  However, the appropriate decision-maker is the person who can allocate the resources to reduce or eliminate the risk and implement controls.  The decision-maker must be authorized to accept levels of risk typical of the planned operation (i.e., loss of operational effectiveness, normal wear and tear on material).  He/she should elevate decisions to the next level in the management chain upon determining that those controls available to him/her will not reduce residual risk to an acceptable level.

1.4.3. Accept Risk When Benefits Outweigh the Costs:
All identified benefits should be compared against all identified costs.  Even high-risk endeavors may be undertaken when there is clear knowledge that the sum of the benefits exceeds the sum of the costs.  Balancing costs and benefits is a subjective process, and ultimately the balance may have to be arbitrarily determined by the appropriate decision-maker.



1.4.4. Integrate ORM into Planning at all Levels:
Risks are more easily assessed and managed in the planning stages of an operation or task.  The later changes are made in the process of planning and executing an operation or task –the more expensive and time-consuming they will become.

Figure 1 illustrates the objectives of the ORM process: protecting people, equipment and other resources, while making the most effective use of them.  Preventing accidents, and in turn reducing losses, is an important aspect of meeting this objective. 

In turn, by minimizing the risk of injury and loss, we ultimately reduce costs and stay on schedule.  Thus, the fundamental goal of risk management is to enhance the effectiveness of people and equipment by determining how they are most efficiently used.

Figure 1: ORM Objectives


1.5. [bookmark: _Toc462555502][bookmark: _Toc240541][bookmark: _Toc58914091][bookmark: _Toc158537672][bookmark: _Toc158711460][bookmark: _Toc203817273][bookmark: _Toc208217238]Risk Management Process
Risk management is the process of identifying, assessing, and controlling risks arising from operational factors and making decisions that balance risk costs with mission benefits.  We all use risk management on a daily basis in some form or another.  It applies to all missions and environments across the wide range of DOI operations.  Risk management is fundamental in developing confident and competent leaders, managers, supervisors, and employees.  Proficiency in applying risk management is critical to conserving our Department’s resources.
Risk is characterized by probability, severity, and exposure of a potential loss that could result from the presence of a hazardous condition.  Perception of risk varies from person to person.  What is risky or dangerous to one person may not be to another.  Perceptions influence decisions.  A publicized event such as a training accident, trail maintenance injury, or a relatively minor incident may increase one’s perception of risk for that particular event and time.  Failure to effectively manage the risk may make an operation, task, project, or process too costly in terms of resources – whether it’s politically or economically driven.  

Risk management assists leaders, managers, supervisors, and employees in:
· Conserving lives and resources by avoiding unnecessary risk
· Making an informed decision to implement a course of action
· Identifying effective control measures when specific standards do not exist
· Providing reasonable alternatives to accomplish the mission

Risk management does not: 
· Inhibit a leader, manager, or supervisor’s flexibility and initiative in managing risk
· Sanction or justify violating the law
· Remove the necessity for standard strategies, tactics, techniques, or procedures

General Risk Management Guidelines

· All human activity involving technical devices or complex processes entails some element of risk
· Risks can be controlled; they are not a cause for panic
· Problems should be kept in perspective
· Judgments should be based upon knowledge, experience and mission requirements
· Encouraging all participants in an operation to adopt risk management principles both reduces risk and makes the task of safer
· Good analysis tilts the odds in favor of a safe and successful operation
· Risk analysis and assessment does not replace good judgment: they improve it
· Establishing clear objectives and parameters in risk management works better than using a cookbook approach
· No one best solution may exist. Normally, there are a variety of alternatives, each of which may produce a different degree of risk reduction
· Tact is essential. It’s more productive to show a manager how he/she can better manage risk than to condemn the approach as unworkable, risky, unsafe or unsound
· Seldom can “complete” safety be achieved

1.6. Levels of Risk Management
The risk management process operates on three levels.  Although it would be preferable to perform an in-depth application of risk management for every operation, task or process, the time and resources may not always be available.  The three levels are as follow:

1.6.1. Time-Critical
Time-critical ORM is an "on the run" mental or verbal review of the situation using the basic risk management process without necessarily documenting the information.  This time-critical process of risk management is employed to consider risk while making decisions in a time-compressed situation.  This level of risk management is used during the execution phase as well as in planning and execution during crisis responses.  It is also the most easily applied level of risk management in any situation.  It is particularly helpful for choosing the appropriate course of action when an unplanned event occurs during execution of a planned operation or daily routine.

1.6.2. Deliberate
Deliberate ORM is the application of the complete process.  It primarily uses experience and brainstorming to identify risks and controls and is therefore most effective when done in a group.  Examples of deliberate applications include the planning of upcoming operations or events, review of standard operating, maintenance, or training procedures, and damage control or disaster response planning.

1.6.3. Strategic
This is the deliberate process with more thorough risk identification and assessment involving research of available data, use of analysis tools, formal testing, or long term tracking of the risks associated with the system or operation (normally with assistance from technical experts).  It is used to study the hazardous conditions and their associated risks in a complex operation or system, or one in which the risks are not well understood. 

Examples of strategic applications include the long-term planning of complex operations, introduction of new equipment, materials and operations, development of tactics and training curricula, high risk facility construction and major system overhaul or repair.  Strategic risk management should be used on high priority or high visibility risks.



1.7. Systematic Risk Management: The 5-M Model
Successful operations do not just happen; they are indicators of how well a system is functioning.  The basic cause factors for accidents fall into the same categories as the contributors to successful operations – Human (Man), Media, Machine, Mission, and Management. 

Risk management is the systematic application of management and engineering principles, criteria and tools to optimize all aspects of safety within the constraints of operational effectiveness, time, and cost throughout all operational phases.  To apply the systematic risk management process, the composite of hardware, procedures, and people that accomplish the objective (e.g., mission, task, or process), must be viewed as a system – a 5M Model System.

The 5-M model, depicted in Figure 2 provides a framework for analyzing systems and determining the relationships between the elements that work together to achieve an objective. When conducting a ORM assessment, do so in concert using the component so the 5M Model.


Figure 2: 5-M Model






The 5-M's are: Man, Media, Machine, Mission, and Management.  Man, Machine, and Media interact to produce a successful Mission (or, sometimes, an unsuccessful one).  The amount of overlap or interaction between the individual components is a characteristic of each system and evolves as the system develops.  Management provides the procedures and rules governing the interactions between the other elements.

When an operation is unsuccessful or an accident occurs, the system must be analyzed; the inputs and interaction among the 5-Ms must be thoroughly reassessed.  Management is often the controlling factor in operational success or failure.  The National Safety Council cites the management processes in as many as 80 percent of reported accidents.

1.7.1. Man/Woman
The human factor is the area of greatest variability, and thus the source of the majority of risks.  When deciding on personnel for a job, consider the following: 

Selection: The right person psychologically and physically, trained in event proficiency, procedures and demonstrates the safest habit patterns.
Performance: Awareness, perceptions, task saturation, distraction, channeled attention, stress, peer pressure, confidence, insight, adaptive skills, pressure/workload, fatigue (physical, motivational, sleep deprivation, circadian rhythm).
Personal Factors: Expectancies, job satisfaction, values, families/friends, command/control, perceived pressure (over tasking) and communication skills.

1.7.2. Media - Environment
Media (i.e., the environment we work in) are defined as external and the area considered with the least managerial control.  When determining environmental risks, consider the following:

Climatic: Ceiling, visibility, temperature, humidity, wind, precipitation.
Operational: Terrain, wildlife, vegetation, human made obstructions, temperature, elevation, daylight, and darkness.
Hygienic: Ventilation/air quality, noise/vibration, dust, and contaminants.
Vehicular/Pedestrian: Pavement, gravel, dirt, ice, mud, dust, snow, sand, hills, curves.

1.7.3. Machine
Equipment used as intended, limitations interface with man.  When determining equipment risks, consider the following:

Selection: Proper equipment selected for the task
Design: Engineering reliability and performance, ergonomics.
Maintenance: Availability of time, tools, and parts, ease of access.
Logistics: Supply, upkeep, and repair.
Technical data: Clear, accurate, useable, and available.



1.7.4. Management
Directs the process by defining standards, procedures, and controls.  Although management provides procedures and rules to govern interactions, it cannot completely control the system elements.  For example: weather is not under management control and individual decisions affect personnel far more than management policies.  When determining management risks, consider the following:

Standards: Federal Laws, DOI/Bureau Policy, and Secretarial Orders.
Procedures: Checklists, work cards, and manuals.
Controls: Crew rest, duty restrictions, training rules/limitations.
Operation. The desired outcome.

1.7.5. Mission (the Operation, Task, or Process)
When determining mission risks, consider the following:

Objectives: Complexity understood, well defined, and obtainable.  Consider the objectives in correlation with the other M’s (Man, Media, Machine, and Management).

1.8. Implementing the ORM Process
To derive maximum benefit from this powerful tool, it must be used properly.  The following key concepts are essential in producing viable risk management practices.  Use the 5-M Model when applying the ORM steps to guide the risk assessment process to focus on all components that may be affected or create risk.  

· Apply the steps in sequence
Each step is a building block for the next and must be completed before proceeding to the next.  Don’t get distracted once you begin a risk assessment step.  For example, if a risk identification step is interrupted to focus upon a control, other risks may be overlooked.  Until all risks are identified, the remainder of the process is not effective.
· Maintain a balance in the process
All steps are important.  Allocate sufficient time and resources to perform all steps in sequential order.
· Apply the process in a cycle
The “track and control” step should include a fresh new look at the operation, process, or task, to see whether the risk controls identified and implemented are working and if new risks can be identified.
· Involve people in the process
Be sure that the risk controls are mission/task/process supportive, and that the people who must do the work see them as positive actions.  The people who are actually exposed to the risks usually know best what works and what doesn’t.



The Risk Management process incorporates five steps as summarized below.
	· Step 1 – Identify
· Step 2 – Analyze
· Step 3 – Plan
	· Step 4 – Implement
· Step 5 – Track and Control
Continuous Process – Communicate


1.8.1. Step 1 – Identify
The objective of Step 1 – Identify is to identify risks before they become problems that can result in injury, illness, or resource damage.  Risk identification involves a process where potential safety and health concerns are transformed into identified risks.  Identified risks can be described and measured.  Corporate knowledge and experience, common sense, and specific analytical tools help identify risks.  A detailed discussion of the identification process is provided in the sub-paragraphs below. 
1.8.1.1.  Identify Risks
Through the proper use of risk identification methods, potential issues and concerns which could impact the overall safety and well-being of an employee, are expected to be identified and managed.  Methods to identify risks may include: monitoring activities, closely examining work processes, observing standard practices, interviewing workers, polling supervisors and managers, surveying work environments, brainstorming, participating in discussions and planning meetings, and even conducting focus sessions. 
Risk identification is a collective effort borne by all with a vested interested in the mission, task, or process.  Understanding the activity being assessed is integral in identifying risk but is not a prerequisite to participate in an ORM assessment.  Often the employees with little interaction in an activity can provide the greatest risk identification insight.  
1.8.1.2.  Review Risks
Collect risk input from employees or participants and review these risks.  Risks that can be described and measured become “identified or recognized risks.”  The supervisor will work with employees and all active participants to determine the origin of the risks to achieve consensus on deciding whether or not the risks become identified/recognized risks.  Reviewing risks includes defining the risk and capturing appropriate information about the risk to support a thorough analysis in Step 2 – Analyze.  “Defining the risk” involves understanding the definition of a risk, and applying the Criteria for Risk Identification provided in Table 1 as a guide. 
[bookmark: _Toc203819786][bookmark: _Toc208217257]Table 1: Criteria for Risk Identification
	Is it a risk?  Is the concern a risk?  A risk is a potential event that could have an impact on the successful accomplishment of a task, process, or operation if the event were to occur.  The following considerations support the question “Is it a risk?”

	· Impact:  This step identifies consequences of the risk materializing.  Is the impact of the potential risk event significant enough to warrant inclusion in the Risk Management process?  This is an initial, informal determination of the risk impact.  A formal assessment of the risk impact is done in Step 2 – Analyze.

	· Potential Event.  What is the minimum likelihood of the potential risk event occurring?  This question considers the degree of uncertainty of the potential risk event.  Risk events which have already occurred represent current safety and health issues.  However, if there is very little to no likelihood of the risk event ever occurring, the risk may not warrant inclusion in the Risk Management process.  This is an initial, informal determination of the risk probability.  A formal assessment of the risk probability is done in Step 2 – Analyze.



1.8.2. Step 2 – Analyze
The objective of Step 2 – Analyze is to transform risk items into information that can be used to aid decision-making and to validate the risk information, using risk analysis.  Risk analysis involves classification and prioritization of risk items, providing recommendations for mitigating and measuring risk items, and reviewing risk item information.  
The tools and methodologies used for analysis may include: expert knowledge and root cause analysis.  The outputs of this step are the elimination of identified risks, or identified risks that have been classified and prioritized with recommended mitigations and measurements.  
Investigate specific strategies and tools that reduce, mitigate, or eliminate the risk.  All risks have three components: (1) Probability of occurrence; (2) Severity; and (3) Exposure of people and equipment to the risk.  Effective control measures reduce or eliminate at least one of these.  The analysis must take into account the overall costs and benefits of remedial actions, providing alternative choices if possible.  A detailed discussion of the analysis process is provided in the following sub-paragraphs.
1.8.2.1. Determine Risk Impact
Determining risk impact considers the consequences the risk would have on a task or process if the risk event occurs.  Risk impact is simply a description of the anticipated consequences of a risk event should it occur.  
The determination of risk impact is a subjective, qualitative process which considers the criticality of internal and external factors within the specific context of the task, process, or condition. 


Risk Assessment System (RAS)
The RAS ranks unsafe conditions using Risk Assessment Codes (RAC).  The RAC considers the condition severity, the probability of risk occurrence (inclusive of the number of personnel exposed) and the potential resource loss in the event of a failure.  The Risk Assessment System provides DOI management with full and accurate safety and health risk ranking information in order to make informed decisions concerning appropriate risk controls.  
Using the RAS also provides decision-makers with a consistent and defensible approach to prioritizing safety and health risk abatement efforts among the many competing resource demands and priorities.
	[bookmark: OLE_LINK2]RAC Code
	Description

	1
	RAC-1 represents an immediate danger to life, health or property and requires emergency correction or hazard controlled to a lower level of risk as soon as possible within that work shift.  

	2
	RAC-2 represents a high level of threat to life, health or property and requires hazard correction or hazard controlled to a lower level of risk as soon as possible, but no later than 15 calendar days.  

	3
	RAC-3 represents a medium level risk to life, health or property, with correction planned and completed, or hazard controlled to a lower level of risk within 12 months

	4
	RAC-4 represents a low level risk, with correction planned and completed, or hazard controlled to a lower level of risk within a 2-year period. 

	5
	RAC-5 represents the lowest level risk and is considered minor.  The correction of these risks can be planned in the out-years of a five-year plan.


	Severity
	Risk Assessment Code

	Catastrophic (I)
	1
	1
	2
	3

	Critical (II)
	1
	2
	3
	4

	Significant (III)
	2
	3
	4
	5

	Minor (IV)
	3
	4
	5
	5

	Probability
	Frequent (A)
	Likely (B)
	Occasional (C)
	Rarely (D)














Assessment System Matrix
The SEVERITY CODE in the risk assessment system matrix describes the most serious type of injury or illness that can reasonably be expected from exposure to a hazardous condition. 
	SEVERITY
	
	SEVERITY CODE

	Catastrophic
	Immediate and imminent danger of death or permanent disability, chronic or irreversible illness, major property or resource damage.
	I

	Critical
	Permanent partial disability, temporary total disability greater than 3 months, significant property or resource damage.
	II

	Significant
	Hospitalized minor injury, reversible illness, period of disability 3 months or less, loss or restricted workday accident, compensable injury illness, minor property or resource damage.
	III

	Minor
	First aid or minor medical treatment.  Presents minimal threat to human safety and health, property or resources, but is still in violation of a standard.
	IV



The PROBABILITY CODE in the risk assessment system matrix describes the likelihood that a condition will occur.  Relevant factors to consider include:
	PROBABILITY
	
	PROBABILITY CODE

	Frequent
	Immediate danger to health and safety of public, staff, or property and resources; occurs frequently or continuously. 
	A

	Likely
	Probably will occur in time if not corrected, or probably will occur once or more times during the life of the system.
	B

	Occasional
	Possible to occur in time if not corrected.
	C

	Rarely
	Unlikely to occur; May assume exposure will not occur. 
	D



A higher Probability Code could be used if the condition has the potential to expose a large number of individuals, the condition is found throughout a facility or process, or the condition can cause widespread interruption of normal operations.  A higher Probability Code should also be used when the frequency of exposure to the condition, or duration of exposure, increases. 
Separating employees or the public from the point of danger through the use of fencing, barricades, etc can reduce the Probability Code but they do not permanently eliminate the risk.  Risk controls that do not require employee or public interactions are preferable to those that require user actions, and can also result in a lower probability code.

1.8.2.2. Determine Risk Probability
Determining risk probability involves considering the likelihood of the risk occurrence.  How likely is it that an event will occur?  Probability is a subjective determination of risk occurrence.  It takes into consideration the criticality of internal and external factors within the specific context of the mission, process, or task.  

	PROBABILITY

	Frequent (A) – Occurs very often, continuously experienced.

	Likely (B) – Occurs several times; at a high rate, but experienced intermittently.

	Occasional (C) – Occurs sporadically.

	Seldom (D) – Remotely possible; could occur at some time.

	Unlikely (E) – Occurs very rarely, but not impossible.



1.8.2.3. Determine Risk Exposure
Risk exposure is derived from the attributes of impact and probability.  Risk exposure is controlled by reducing the number of people involved, the number of events, cycles, evolutions, etc.  Note: If there is no exposure, then there is no risk to resources.

1.8.2.4. Determine Risk Severity
The severity of the risk is a determination of the importance of the risk based upon the following:
1.  Potential impact of the risk on the mission, task, or process.
2.  The probability or likelihood of occurrence coupled with the extent of outcome.   For example, should a risk event occur, how bad will it be?
[bookmark: _Toc203819792][bookmark: _Toc208217263]


Determination of Risk Severity
	SEVERITY

	Catastrophic (I) – Loss of ability to accomplish mission, task, or process.  Death or permanent total disability.  Extensive (major) property damage (e.g., facility, equipment, systems, etc.).  Severe environmental damage.

	Critical (II) – Significantly degraded mission capability.  Permanent partial disability, temporary total disability exceeding 3 months time (accident risk).  Moderate property damage.  Significant environmental damage. 

	Marginal (III) – Marginally degraded mission capability.  Minor property damage.  Lost day due to injury/illness not exceeding 3 months (accident risk).  Minor environmental damage.

	Negligible (IV) – Little or no adverse impact on mission capability.  First aid or minor medical treatment (accident risk).  Slight property damage, but fully functional and serviceable.  Little or no environmental damage.


1.8.2.5. Develop Recommended Mitigations 
Develop recommended actions to mitigate the assessed risk.  Mitigation is a response to a risk, designed to reduce or eliminate the probability and/or impact of the risk: 
· Elimination – removal of the threat of the risk event occurring by eliminating the cause.
· Reduction – reducing the severity of the risk by either minimizing the impact, the probability of occurrence, or both.
Note: Exposure is inherently linked to probability.
If no mitigation actions are available, the risk impact is accepted:
· Acceptance – accepting the consequences of the risk event.  Acceptance can be active (e.g., developing a contingency plan to be executed if the risk event occurs), or acceptance can be passive (e.g., taking no action, allowing the risk event to occur, and accepting the resulting consequences).
Acceptability of Risk
Risk management requires a clear understanding of what constitutes unnecessary risk, i.e., when benefits actually outweigh costs.  Accepting risk is a function of both risk assessment and risk management, and is not as simple a matter as it may first appear.  Several principles apply.
Recommended mitigation is developed collectively by all stakeholders, with guidance and assistance from the Safety officer or ORM advisor, and will be reviewed and approved by the senior management official authorized to accept the level of risk commensurate with their organizational position.  The recommended mitigation will be further defined in Step 3 – Plan after the review process is complete.  There may be multiple recommended mitigations identified for any single risk item.
1.8.2.6. Review Risks with Stakeholders
The overall risk assessment is reviewed by all stakeholders to validate that all of the risk information, associated with the mission, process, or task, has been identified/recognized.  Risk information is revised based on input from the reviewers.  The result of this step is to validate the risk as a “confirmed risk”.
1.8.3. Step 3 – Plan
The objective of Step 3 – Plan is to take ownership of risk mitigation.  Risk planning involves assigning risk ownership, evaluating viable risk mitigations and contingencies, reviewing and approving risk mitigations, and updating risk measures as appropriate through feedback.  A detailed discussion of the planning process is provided in the sub-paragraphs below. 
1.8.3.1. Assign Risk Owner
Identify the person to be assigned responsibility for developing risk mitigations and contingency action plans, and implementing and tracking mitigation plan progress.  When someone external to the project, process, or task, can control risk events or mitigation, the Risk Owner or designee will be responsible for coordination and reporting on risk planning with the external contact. 
1.8.3.2. Develop Mitigations and Contingencies
Develop the plan to eliminate, reduce, or accept the risk.  The Risk Owner is responsible for developing mitigations for the risk.  Mitigations developed by the Risk Owner may be based on previously identified mitigations or may be developed independently.  The Risk Owner will also be required to develop contingency plans for each risk.  These contingency plans will be executed as actions should the risk event occur.
1.8.3.3. Review Mitigations and Contingencies 
All stakeholders review the risk assessments, mitigations, and contingency plans developed through the process.  The immediate supervisor determines if the risk has been assigned the appropriate severity, probability, and exposure values (see appendices) and provides direction regarding whether the mitigation and contingency plans are appropriate for the level of identified risk.  If needed, risk mitigations and contingencies are revised based on the review.
1.8.3.4. Approve Mitigations and Contingencies
Depending on the identified level of risk, the supervisor or senior manager approves the risk mitigations and contingencies.
1.8.3.5. Develop Mitigation and Contingency Action Plans 
A detailed action plan to implement risk mitigations and contingencies shall be developed.  While the Risk Owner may delegate or request assistance in developing a mitigation action plan, the responsibility for the mitigation/contingency plan still remains with the risk owner or generator. 


1.8.4. Step 4 – Implement
The objective of Step 4 – Implement is to actively reduce the risks.  Risk implementation involves the execution of risk mitigation action plans and documenting, as appropriate, risk information changes.  A detailed discussion of the implementation process is provided in the sub-paragraphs below. 
1.8.4.1. Execute Mitigation and Contingency Action Plans
The Risk Owner is responsible for the execution of the risk mitigation and contingency action plans.  Depending on the level of risk, a higher level of authority may be required to execute a mitigation and contingency plan.  
1.8.5. Step 5 – Track and Control (a.k.a. Supervise and Review)
The objective of Step 5 – Track and Control is to ensure all steps of the Risk Management process are being followed and, as a result, risks are being mitigated and contingency plans are followed as necessary.  Risk tracking and control involves the oversight and tracking of risk mitigation and contingency action plan execution, re-assessment of risks, reporting risk status, and documenting risk information changes.  Detailed discussions of the track and control processes are provided in the sub-paragraphs below. 
1.8.5.1. Oversee Mitigation and Contingency Action Plan Execution
The mission, project, or task owner’s supervisor is responsible for oversight of the execution of mitigation and contingency action plans for all identified risk.  
1.8.5.2. Track Action Plan Execution and Provide Feedback
The Risk Owner is responsible for tracking the execution of mitigation and contingency action plans and providing feedback to the owner’s supervisor on risk control status.  Risk control status will continue to be monitored and updated while the process/task is in progress.  
1.8.5.3. Re-Assess Risks
The Risk Owner will re-assess the risk information to determine if any changes are needed.  Re-assessment of risk information will be performed on an as needed basis depending on the starting level of risk when the process or task began.  The greater the risk, the more frequent the risk controls are to be re-evaluated.
1.8.5.4. Report Risk Status
Report risk control status as often as necessary to keep all stakeholders apprised of current conditions and to keep lines of communication open.  At a minimum, risk status reporting will focus on RAC 1 and 2 risk conditions.  Information presented should include the status of risk mitigation and contingency action plans, changes in severity or probability, new risks identified, and any risk conditions that have been eliminated.  



1.8.6. Communicate – Continuous Process: 
Effective risk management requires ongoing communication throughout the cycle of the mission, process, or task.  It will include communication of risks as an ongoing activity throughout each of the above steps (Identify, Analyze, Plan, Implement, Track and Control).  
The Risk Owner bears the responsibility of ensuring that members of the team understand the value of their input in the risk management process and feel free to submit risks in a forum and format with which they are most comfortable. 
[bookmark: _Toc208217256]

Key Terms

Acceptable risk: The part of identified risk that is allowed to persist once viable controls have been applied.  Risk can be determined acceptable when further efforts to reduce it would cause degradation of the probability of success of the mission, project, process, or task or when a point of diminishing returns has been reached.
Confirmed Risk: A risk item after analysis and validation.  Recommended mitigation and measurements have been developed.  The risk has been reviewed and validated.   
Identified Risk: A risk becomes an identified risk when it has been determined to be a tangible risk condition that can be described and measured. 
Issue: A matter that requires the attention of management or a matter that may impede the success of a project, process, or task. 
Residual risk: The portion of total risk that remains after risk management control efforts has been employed.  Residual risk comprises acceptable risk and possibly unidentified risk. 
Risk: A potential event that is expected to have a negative impact on the success of the mission, process, project, or task, if that event were to occur. 
Risk Acceptance: Accepting the consequences of the risk event.  Acceptance can be active (e.g., developing a contingency plan to be executed if the risk event occurs), or acceptance can be passive (e.g., taking no action, allowing the risk event to occur, and accepting the resulting consequences).
Risk Analysis: A method to transform potential risk items into information used to aid decision-making and evaluate potential risk impacts.  Risk analysis involves classification and prioritization of risk items, providing recommendations for mitigating and measuring risk items, and reviewing risk item information with all stakeholders.  
Risk Event: A future occurrence of the risk item; the potential event, expected to have a negative impact on the success of the mission, project, process, or task if the event were to occur.
Risk Identification: A method used to search and find risks before they become problems. The Risk Identification process transforms issues and concerns into tangible risks, which can be described and measured.  
Risk Impact: A description of the anticipated consequence should a risk event occur.  
Risk Implementation: A method used to actively mitigate risk.  Risk implementation involves the execution of risk mitigation action plans and documenting risk information changes.  
Risk Mitigation: Response to an Identified Risk, designed to eliminate or reduce the probability of risk occurrence.
Elimination – removal of the threat of the risk event occurring by eliminating the cause.
Reduction – reducing the severity of the risk by either minimizing the impact, the probability of occurrence, or both.
Risk Owner: The person assigned responsibility for developing risk mitigation and contingency measurements, and mitigation/contingency action plans.  The Risk Owner is also responsible for implementing and tracking mitigation/contingency action plans.
Risk Planning: A method used to take ownership of risk identification and mitigation.  Risk planning involves assigning risk ownership, developing measurements, developing risk mitigation techniques, evaluating and approving risk mitigation and measurements, translating mitigation into action plans, and documenting risk information changes.
Risk Probability: The likelihood of risk occurrence.  
Risk Severity: A determination of the importance of the risk based upon potential impact of the risk and probability of occurrence.
Risk Tracking and Control: A method to ensure that all steps of the Risk Management process are being followed and risks are managed methodically.  Risk tracking and control involves the oversight and tracking of risk mitigation action plan execution, re-assessment of risks, reporting risk status, and documenting risk information changes. 
Root Cause Analysis: A problem solving method aimed at identifying and evaluating the cause or causes that created a risk or unsafe condition. 
Total risk: The sum of identified/recognized and unidentified risk.  Ideally, identified/recognized risk will comprise the larger proportion of the two. 
Unidentified risk: That risk that has not yet been identified.  Some risk is not identifiable or measurable, but is no less important.  For example, accident/incident investigations may reveal previously unidentified risks that were not identified prior to undertaking a project or task.



Attachment 1
5-M Model Risk Assessment Process

The ORM process using the 5-M Model incorporates the five steps summarized below.

	· Step 1 – Identify
· Step 2 – Analyze
· Step 3 – Plan
	· Step 4 – Implement
· Step 5 – Track and Control
*Continuous Process – Communicate*



Step 1 – Identify

Task Analysis
The 5-M’s are examined.  This is accomplished by reviewing current and planned operations. Management defines requirements and conditions to accomplish tasks.  Construct a list or chart depicting the major phases of the operation or steps in the job process, normally in time sequence.  Break the operation down into “bite size” chunks.  Link the components of the task analysis to a component of the 5M model utilizing the checklist and risk assessment work sheets in the appendices. 

List Risks
Hazards are identified risk conditions based on the deficiency to be corrected.  The output of the identification phase is a listing of inherent risks/adverse conditions, which could result during the operation, process, or task.  Some examples of inherent risks in any one of the elements include fire, explosion, and collision, adverse weather, electrocution, etc.  

The analysis must also search for factors that can lead to risks such as alertness, ambiguity, or awareness of escape routes.  In addition to a risk list for the elements above, interfaces between or among these elements should be investigated for hazard risks.  Make a list of the hazards associated with each phase of the operation or step in the job process.  Stay focused on the specific steps in the operation being analyzed.  Try to limit your list to "big picture" hazards.  Hazards should be tracked to organize ideas and serve as a record of the analysis for future use.  Examples of common tools that help list hazards are:

· Preliminary Hazard Analysis
· “What if” Tool
· Scenario Process Tool
· Logic Diagram
· Change Analysis Tool
· Opportunity Assessment
· Training Realism Assessment.



List Causes
Make a list of the causes associated with each hazard identified in the hazard list.  A hazard may have multiple causes related to each of the 5-M’s.  In each case, try to identify the root cause (the first link in the chain of events leading to potential operational degradation, personnel injury, death, or property damage).  Risk controls will be most effective when applied to root causes.  Causes should be annotated with the associated hazards in the same manner as in the previous action.  The same tools for Action 2 can be used here.

The Primary Family of Hazard Identification Tools
There are many additional tools that can help identify hazards.  One of the best is through a group process involving representatives directly from the workplace – having an open discussion about the operation is most effective and absolutely necessary to fully understand the risk associated with mission assignments.  Most people want to talk about their jobs; therefore a simple brainstorming process is often very productive.  The following is a partial list of other sources of hazard identification information:

· Accident/Incident Reports: These can come from within the organization, for it represents memory applicable to the local workplace.  Other sources might be NTSB reports, medical reports, maintenance records, and fire and police reports.
· Operational Personnel: Relevant experience is, without a doubt, the best source of hazard identification.  Reinventing the wheel each time an operation is proposed is neither desired nor very efficient.  Seek out those with whom you work who have participated in similar operations and solicit their input.
· Outside Experts: Look to those outside your organization for expert opinions or advice.  A fresh perspective can have a great return on investment.
· Current Guidance: A wealth of relevant direction can always be found in the guidance that governs our operations.  For example, consider regulations, DOI and Bureau operating instructions, checklists, briefing guides, SOPs, and policy letters.
· Surveys: The survey can be a powerful tool because it pinpoints people in the operation with firsthand knowledge of a particular task or process.  Supervisors working in the same facility typically do not have as good an understanding of risk as those who must confront it every day.
· Inspections: Inspections can consist of spot checks, walk-through, checklist inspections, site surveys, and mandatory inspections.  Utilize staff personnel to provide input beyond the standard third-party inspection.

Step 2 – Analyze 
Risk planning involves thorough analysis of risk control options, analyzing and planning risk mitigations, and developing appropriate counter measurements.  

Identify Control Options
Starting with the highest-risk assessed, identify as many risk control options as possible for all.  Refer to the list of possible causes from Step 1 for control ideas.  The “What-If” analyses is an excellent tool to identify control options.  Risk control options include: rejection, avoidance, delay, transference, spreading, compensation, and reduction.  Then assign the risk owner.  

Determine Control Effects
Determine the effect of each control on the identified risk.  A computer spread sheet or assessment sheet may be used to document the desired control ideas and indicate the control effects.  Recommend using the risk assessment sheets provided in the appendix.  The estimated value(s) for severity, probability, and exposure after implementation of the control measures and the change in overall risk assessed from the Risk Assessment Matrix should be recorded.  Scenario building and likely accident probability assessment provides the greatest ability to determine appropriate control measures for the desired control effect.

Prioritize Risk Controls/ Measures
For each risk, prioritize those risk controls that will reduce the risk to an acceptable level.  The best controls will be consistent with objectives and optimize use of available resources (manpower, material, and equipment, money, time).  Priorities should be recorded in some standardized format for future reference.  Opportunity assessment, cost versus benefit analysis and computer modeling provide excellent aids to prioritize risk controls.  If the control is already implemented in an established instruction, document, or procedure, that should be documented first.

The "standard order of precedence" indicates that the ideal action is to “plan or design for minimum risk” with less desirable options being, in order, to add safety devices, add warning devices, or change procedures and training.  This order of preference makes perfect sense while the system is still being designed, but once the system is fielded this approach is frequently not cost effective.  Redesigning to eliminate a risk or adding safety or warning devices is both expensive and time consuming and, until the retrofit is complete, the risk remains unabated.  

Normally, revising operational or support procedures may be the lowest cost alternative. While this does not eliminate the risk, it may significantly reduce the likelihood of an accident or the severity of the outcome (risk) and the change can usually be implemented quickly.  Even when a redesign is planned, interim changes in procedures or maintenance requirements are usually required.  In general, these changes may be as simple as improving training, posting warnings, or improving operator or technician qualifications.  Other options include preferred parts substitutes, instituting or changing time change requirements, or increased inspections.

The feasible alternatives must be evaluated, balancing their costs and expected benefits in terms of operational performance, dollars and continued risk exposure during implementation.  A completed risk assessment should clearly define these tradeoffs for the decision-maker to make the best decision.



Some Special Considerations in Risk Control. 
The following factors should be considered when applying the third step of ORM.  Try to apply risk controls only in those activities and to those who are actually at risk. Too often risk controls are applied indiscriminately across an organization leading to wasted resources and unnecessary irritation of busy operational personnel.

Apply redundant risk controls when practical and cost effective.  If the first line of defense fails, the backup risk control(s) may prevent loss.  Involve operational personnel, especially those likely to be directly impacted by a risk control, in the selection and development of risk controls whenever possible.  This involvement will result in better risk controls and in general a more positive risk control process.

Benchmark (find best practices in other bureaus or organizations) as extensively as possible to reduce the cost associated with the development of risk controls.  Why expend the time and resources necessary to develop a risk control and then have to test it in application when you may be able to find an already complete, validated approach in another organization?  Establish a timeline to guide the integration of the risk control into operational processes.

Step 3 – Plan 
The objective of Step 3 – Plan is to take ownership of risk mitigation.  Risk planning involves assigning risk ownership, developing risk mitigations, contingencies, developing measurements, reviewing and approving risk mitigations and measurements, translating mitigations into action plans, and updating risk measures as appropriate through performance feedback.  A detailed discussion of the planning process is provided in the sub-paragraphs below. 
Assign Risk Owner
Identify the person to be assigned responsibility for developing risk mitigations, contingencies, measurements, mitigation action plans, and implementing and tracking mitigation action plan progress.
When someone external to the project, process, or task, can control risk events or mitigation, the Risk Owner or designee will be responsible for coordination and reporting on risk planning with the external contact. 
Develop Mitigations and Contingencies
Develop the plan to eliminate, reduce, or accept the risk.
The Risk Owner is responsible for developing mitigations for the risk.  Mitigations developed by the Risk Owner may be based on previously identified mitigations or may be developed independently. 
The Risk Owner will also be required to develop contingency plans for each risk. These contingency plans will be executed as actions should the risk event occur.
Develop Measurements
Develop the methods to track the risk mitigation actions and to measure the effectiveness of the actions. The Risk Owner is responsible for developing measurements of risk mitigation. 
Contingency plan measurements will be focused on the effectiveness of the contingency plan in addressing the actual impacts of the event.
Review Mitigations, Contingencies and Measurements
All stakeholders review the risk mitigations, contingencies, and measurements developed through the process.  The supervisor determines if the risk has been assigned the appropriate probability and severity and provides direction regarding whether the mitigation and contingency plans are appropriate for the level of identified risk.  If needed, risk mitigations, contingencies and measurements are revised based on review.
Approve Mitigations, Contingencies and Measurements
Supervisor or senior manager approves the risk mitigations, contingencies and measurements.
Develop Mitigation and Contingency Action Plans 
A detailed action plan to implement risk mitigations and contingencies shall be developed.  While the Risk Owner may delegate or request assistance in developing a mitigation action plan, the responsibility for the mitigation/contingency plan still remains with the risk owner or generator - who “creates” the risk “owns” it.

Step 4 – Implement Risk Controls
Once the risk control decision is made, assets must be made available to implement the specific controls.  Part of implementing control measures is informing the personnel in the system of the risk management process results and subsequent decisions.  If there is a disagreement, then the decision-makers should provide a rational explanation.  Careful documentation of each step in the risk management process facilitates risk communication and the rational processes behind risk management decisions.  

Make Implementation Clear
To make the implementation directive clear, consider using examples, providing pictures or charts, including job aids, etc.  Provide a roadmap for implementation, a vision of the end-state, and describe successful implementation.  The control measure must be deployed in a method that insures it will be received positively by the intended audience.  This can best be achieved by designing in user ownership.

Establish Accountability
Accountability is an important area of ORM.  The accountable person is the one who makes the decision (approves the control measures), and hence, the right person (appropriate level) must make the decision.  Also, be clear on who is responsible at the unit level for implementation of the risk control.

Provide Support
To be successful, management must be behind the control measures put in place. Prior to implementing a control measure, get approval at the appropriate level.  Then, explore appropriate ways to demonstrate commitment.  Provide the personnel and resources necessary to implement the control measures. Design in sustainability from the beginning and be sure to deploy the control measure along with a feedback mechanism that will provide information on whether the control measure is achieving the intended purpose.

Common Problems in Implementing Risk Controls
A review of the historical record of risk controls indicates that many never achieve their full potential.  The primary reason for shortfalls is failure to effectively involve the personnel who are actually impacted by a risk control.  Note that virtually all these factors are driven by the failure to properly involve personnel impacted by risk controls in the development and implementation of the risk controls. 

Shortfalls include:
· The control is inappropriate for the problem.
· Users dislike it.
· Managers dislike it.
· It turns out to be too costly (unsustainable).
· It is overmatched by other priorities.
· It is misunderstood.
· Nobody measures progress until it is too late.

Procedures for Implementing Risk Controls within an Organizational Culture

The following procedures provide useful guidance for shaping a risk control within an organizational culture.  Followed carefully they will significantly improve the impact and duration of the effectiveness of risk controls.

Develop the risk control within the organization’s culture.  Every organization has a style or a culture.  While the culture changes over time due to the impact of managers and other modifications, the personnel in the organization know the culture at any given time.  It is important to develop risk controls, which are consistent with this culture.  For example, a rigid, centrally directed risk control would be incompatible with an organizational culture that emphasizes decentralized flexibility.  Conversely, a decentralized risk control may not be effective in an organization accustomed to top down direction and control.  If you have any doubts about the compatibility of a risk control within your organization, ask some personnel in the organization what they think.  People are the culture and their reactions will tell you what you need to know.

Generate maximum possible involvement of personnel impacted by a risk control in the implementation of the risk control. 

The key to making ORM a fully integrated part of the organization’s culture, is to achieve user ownership (involvement factor) in a significant percentage of all risk controls that are developed and implemented by the personnel directly impacted by the risk..

Levels of User Involvement in Risk Controls

· User Ownership: Operators are empowered to develop the risk control
· Co-Ownership: Operators share leadership of the risk control development team
· Team Member: Operators are active members of the team that developed the risk control
· Input: Operators are allowed to comment and have input before the control is developed
· Coordination: Operators are allowed to coordinate on an already developed idea
· Comment and Feedback: Operators are given the opportunity to express ideas
· Robot: Operators are ordered to apply the risk control

Develop the best possible supporting tools and guides (infrastructure) to aid operating personnel in implementing the risk control.  Examples include standard operating procedures (SOPs), model applications, job aids, checklists, training materials, decision guides, help lines, and similar items.  The more support that is provided, the easier the task for the affected personnel.  The easier the task, the greater the chances for success.  Develop a timeline for implementing the risk control.  Identify major milestones, being careful to allow reasonable timeframes and assuring that plans are compatible with the realities of organizational resource constraints.

Procedures for Generating Management Involvement in Implementing Risk Controls
Manager and supervisor’s influence behind a risk control can greatly increase its chances of success.  If the manager has some interest it usually sends a clear signal to an organization that there is interest in a risk control.  Most managers are interested in risk control and are willing to do anything reasonable to support the process.  Take the time as you develop a risk control to visualize the role of your organization leaders who will serve as the promoters.

Procedures for Sustaining Risk Control Effectiveness
To be fully effective, risk controls must be sustained.  This means maintaining the responsibility and accountability for the long haul.  If the risk control has been well designed for compatibility with the organization operation and culture this should not be difficult. Managers must maintain accountability and yet provide a reasonable level of positive reinforcement as appropriate.

Step 5 – Track and Control 
Tracking and controlling requires supervision and review of techniques to be applied.  This process involves the determination of the effectiveness of risk controls throughout the operation.  This step involves three aspects.  The first is monitoring the effectiveness of risk controls.  The second is determining the need for further assessment of either all or a portion of the operation due to an unanticipated change as an example.  The last is the need to capture lessons-learned, both positive and negative, so that they may be a part of future activities of the same or similar type.

Supervise - Monitor the operation to ensure:
· The controls are effective and remain in place.
· Changes, which require further risk management, are identified.
· Action is taken when necessary to correct ineffective risk controls and reinitiate the risk management steps in response to new hazards.

Any time the personnel, equipment, or tasking change or new operations are anticipated in an environment not covered in the initial risk management analysis, the risks and control measures should be re-evaluated.  The best tool for accomplishing this is change analysis.

Successful performance is achieved by shifting the cost versus benefit balance more in favor of benefit through controlling risks.  By using ORM whenever anything changes, we consistently control risks, those known before an operation and those that develop during an operation.  Being proactive and addressing the risks before they get in the way of operation accomplishment saves resources, enhances operational performance, and prevents the accident chain from ever forming.

Review
The process review must be systematic.  After assets are expended to control risks, then a cost benefit review must be accomplished to see if risk and cost are in balance. Any changes in the system (the 5-M model, and the flow charts from the earlier steps provide convenient benchmarks to compare the present system to the original) are recognized and appropriate risk management controls are applied.

To accomplish an effective review, supervisors need to identify whether the actual cost is in line with expectations.  Also the supervisor will need to see what effect the control measure has had on operational performance.  It will be difficult to evaluate the control measure by itself so focus on the aspect of operational performance the control measure was designed to improve.

A review by itself is not enough; a feedback system must be established to ensure that the corrective or preventative action taken was effective and that any newly discovered risks identified during the operation are analyzed and corrective action taken.  When a decision is made to assume risk, the factors (cost versus benefit information) involved in this decision should be recorded.  

When an accident or negative consequences occur, proper documentation allows for the review of the risk decision process to see where errors might have occurred or if changes in the procedures and tools led to the consequences.  Secondly, it is unlikely that every risk analysis will be perfect the first time.  When risk analyses contain errors of omission or commission, it is important that those errors be identified and corrected. Without this feedback loop, we lack the benefit of knowing if the previous forecasts were accurate, contained minor errors, or were completely incorrect.

Measurements are necessary to ensure accurate evaluations of how effectively controls eliminated risk.  After action reports, surveys, and in progress reviews provide great starting places for measurements.  To be meaningful, measurements must quantitatively or qualitatively identify reductions of risk, improvements in operational success, or enhancement of capabilities.

Feedback
A review by itself is not enough: a feedback system must be established to ensure that the corrective or preventative action taken was effective and that any newly discovered hazards identified during the operation are analyzed and corrective action taken.  Feedback informs all involved as to how the implementation process is working, and whether or not the controls were effective.  Whenever a control process is changed without providing the reasons, co-ownership at the lower levels is lost. 

The overall effectiveness of these implemented controls must also be shared with other organizations that might have similar risks to ensure the greatest possible number of people benefit.  Feedback can be in the form of briefings, lessons learned, cross-tell reports, benchmarking, database reports, etc.  

Monitoring the Effectiveness of Implementation
This aspect of the supervise and review step should be routine.  Periodically monitor the progress of implementation against the planned implementation schedule that should have been developed during the previous steps.  Take action as necessary to maintain the planned implementation schedule or make adjustments as necessary.

Monitoring the Effectiveness of Risk Controls
If the risk control has been well designed, it will favorably change either physical conditions or personnel behavior during the conduct of an operation.  The challenge is to determine the extent to which this change is taking place.  If there has been no change or only minor change, the risk control is possibly not worth the resources expended on it. It may be necessary to modify it or even rescind it.  At first thought it may seem obvious that we need only determine if the number of accidents or other losses has decreased.  This is only practical at higher levels of management.

Even at those levels of management where we have sufficient exposure to validly assess actual losses, it may be a year or more before significant changes actually occur.  This is too long to wait to assess the effectiveness of risk controls.  Too much effort may have been invested before we can determine the impact of our proposals.  We need to know how we are doing much sooner.  If we can’t efficiently measure effectiveness using accident rates, how can we do it?  The answer is to directly measure the degree of risk present in the system.



Direct Measures of Behavior. 
When the target of a risk control is behavior, it is possible to actually sample behavior changes in the target group.  Making a number of observations of the use of restraints before initiating the seat belt program and a similar sample after, for example, can assess the results of an effort to get personnel to wear seat belts.  The change, if any, is a direct measure of the effectiveness of the risk control.  The sample would establish the percent of personnel using belts as a percentage of total observations. Subsequent samples would indicate our success in sustaining the impact of the risk control.

Direct Measures of Conditions. 
It is possible to assess the changes in physical conditions in the workplace.  For example, the amount of machine guards used in a fabrication shop can be assessed before and after a risk control initiative aimed at reducing damage or personnel injury.


Appendix 1

5-M Model Checklist

ORM Assessment Questionnaire

Determining Risk Associated with Personnel Selections (5-M – Man)
The human factor is the area of greatest variability, and thus the source of the majority of risks.  When deciding on personnel for a job, assess whether the following listed concerns have potential to increase risk and affect safe work performance. 

Employee Selection Considerations (list is not all inclusive): 
· Is the employee physically capable to perform the assigned work?
· Is a medical clearance required? If so, is the employee medically cleared to perform assigned work? 
· Is the employee trained and proficient in duties for which they will be assigned, to include use of equipment? 
· Does the employee consistently apply safe and healthful work practices? 
· Will assigned work cause a situational awareness problem for the employee?
· Will task saturation (work overload) increase risk and affect safe and healthful work performance? Note: As task saturation increases, performance decreases and execution errors increase. 
· Will work stress be problematic while performing work assignment?
· Are there any external stress factors (e.g., family/friend pressures) that may affect safe and healthful work performance?
· Will peer pressure increase risk level and affect safe and healthful work performance?
· Does the employee posses adaptive skills; capable of handling a changing environment? 
· Are job expectancies clearly defined and understood by the employee?
· Can the employee communicate effectively with others? 

Determining Risk Associated with Environment (5-M – Media)
Media (i.e., the environment we work in) are defined as external environmental and operational conditions.  Consider the following and assess the level of risk associated with each to determine if safe work performance may be affected.

Media - Environment (list is not all inclusive): 
· Visibility (fog potential, etc.)
· Temperature & humidity
· Wind
· Precipitation 
· Terrain expected to work in
· Elevation
· Wildlife concerns (bears, snakes, etc.)
· Vegetation concerns (poisonous, thick and difficult to move in, etc.)
· Human made obstructions
· Daylight and/or darkness
· Ventilation/air quality
· Noise
· Vibration
· Dust or any other type of airborne contaminants
· Road surface (pavement, gravel, dirt, ice, mud, dust, snow, sand, hills, curves, etc.)

Determining Risk Associated with Equipment (5-M – Machine)
Equipment (a.k.a., hardware and software) used as intended, limitations interface with man.  When determining equipment risks, consider the following:

Machine - Equipment (list is not all inclusive): 
· Is the equipment designed for the work?
· Is the equipment durable and reliable?
· How old is the equipment? Older equipment typically does not have upgraded safety features as the most current equipment available on the market. 
· Is the equipment ergonomically correct for the worker?
· Is the equipment properly maintained?
· Does the equipment have all of its manufactured parts?
· Is there sufficient supply of parts and supplies to make repairs and keep equipment operating safely? 
· Does the equipment have clear, accurate, and useable technical data for safe and healthful operational use? 
· Has equipment been subjected to field modifications that affect performance?

Determining Risk Associated with Management (5-M – Management)
Management directs the process by defining standards, procedures, and controls.  Although management provides procedures and rules to govern interactions, it cannot completely control the system elements.  For example: weather is not under management control and individual decisions affect personnel far more than management policies.  When determining management risks, consider the following:

Management (list is not all inclusive): 
· Was there sufficient preparation and planning prior to the operation, process, or task?
· Are there standards (Policy, Federal Laws, etc.) that govern the work? 
· Are there procedures (checklists, work cards, manuals, etc.) for work assignments?
· Are there controls in place to address enforcement of rules, limitations, or restrictions (speed limits, seatbelt use, personal protective equipment requirements, etc.)?
· Have work rest cycles been established to address potential fatigue concerns?
· Are there appropriate supervisory controls for oversight of operations?
· Will the supervisor be present at the work site or stationed elsewhere?
· Will there be safety observers assigned independent of the assigned work crew?
· Is there a communication plan in place to define how workers will be expected to communicate with each other?
· Can operations tempo increase risk and affect safe and healthful work performance?
· Has a contingency plan been created and are contingency resources readily available? 
· Is there a need for a “Memorandum of Agreement/Understanding” with a cooperating agency (i.e. public safety agencies: law enforcement, fire protection, medical, etc.)

Determining Risk Associated with Operation, Task, or Process (5-M – Mission)

Mission (list is not all inclusive): 
· Are the operations, tasks, or process objectives clearly defined?
· Are the objectives reasonable and obtainable? 
· Is the performance period reasonable or aggressive? 
· How effective are the interactions of the other M’s (Man, Media, Machine, and Management) in meeting mission requirements?
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	Appendix 2
Operational Risk Management Worksheet

	

	1.  Organization and Location

	
2.  Page     1     of    xx

	3.  Operation / Task


	4.  Beginning Date:

	5. Ending Date:

	6.  Date Prepared


	7.  Prepared by  (Name / Duty Position)


	8.  Identified Risk:

	9.  Initial Risk Assessment 
	10.  Control Measures Developed for Identified Risks: (Specific measures taken to reduce the probability of risk occurrence.)
	11.  Assess the Residual Risk
	12.  How to Implement the Controls: (Include SOP’s, references, etc.)
	13.  Track & Control: (Continuous Leader Checks, Buddy System, etc.)

	(Be Specific)
	L
	M
	H
	VH
	(Be Specific)
	L
	M
	H
	VH
	(Be Specific)
	(Be Specific)

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	



	14.  Remaining Risk Level After Control Measures Are Implemented: (CIRCLE HIGHEST Remaining Risk Level) 
	LOW
(Employee)
	MODERATE
(Supervisor/Branch Chief Equivalent)
	HIGH
(District Manager Equivalent)
	VERY HIGH
(Regional/State Director/Administrator Equivalent)

	15.  RISK DECISION AUTHORITY:   (Approval/Authority Signature Block) (If Initial Risk Level is Moderate, High or Extremely High, brief Risk Decision Authority at that level on Controls and Control Measures used to reduce risks.  NOTE: If the person preparing the form signs this block, the signature indicates only that the appropriate risk decision authority was notified of the initial risk level, control measures taken and appropriate resources requested; and that the risk was accepted by the decision authority.) 

________________________________________
(Signature)
________________________________________
(Signature)
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