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Operational Risk Management

Background
Operational Risk Management (ORM) is a decision-making tool to systematically help identify operational risks and benefits and determine the best courses of action for any given situation.  For example, ORM might be performed before beginning a snow plowing or tree felling operation or conducting a DAM inspection.  This operational risk management process is designed to minimize risk in order to reduce the likelihood of incidents and accidents from occurring that have mission impact potential.  Ultimately, the ORM process will help the Department of the Interior (DOI) preserve assets and safeguard the health and welfare of its most valued resource – the employee.

Risk management is pre-emptive, rather than reactive.  The approach is based on the philosophy that it is irresponsible and wasteful to wait for an incident or accident to happen, then figuring out how to prevent it from happening again.  We manage risk whenever we modify the way we do something to make our chances of success as great as possible, while making our chances of failure, injury or loss as small as possible.  It’s a common sense approach to balancing the risks against the benefits to be gained in a situation and then choosing the most effective course of action.  

Often, the approach to risk management is highly dependent on individual methods and experience levels and is usually highly reactive.  It’s natural to focus on conditions or risks that have caused problems in the past.  In DOI's vast operational environment where there is a continual chance of something going wrong, it helps to have a well-defined process for looking at tasks to prevent problems from occurring.  ORM is simply a tool that helps leaders, managers, supervisors, and employees systematically identify risks and benefits using a standardized approach to determine the safest course of action for a given situation.  ORM is designed for utilization to mitigate risk to reduce the likelihood of incidents or accidents to preserve assets, and safeguard the health and welfare of all. 

Simply put – ORM is a structured way of thinking before we begin anything.  It’s a simple five-step process, which identifies operational risks and reasonable measures to employ to reduce the risk to personnel, equipment and the mission to an acceptable operational level. 

In DOI operations, decisions need to take into account the significance of the operation, the timeliness of the decision required, and what level of management is empowered to make the action decision.  Risk should be identified and managed using the same disciplined process that governs other aspects of our Agency’s endeavors, with the aim of reducing risk to our resources to the absolute, lowest practical level.


[bookmark: _Toc202235604][bookmark: _Toc208217222]Purpose
[bookmark: _Toc202235605]The purpose of the DOI ORM plan is to describe the methodology for identifying, tracking, mitigating, and ultimately eliminating risk encountered while accomplishing our mission. 
[bookmark: _Toc208217223]Scope
[bookmark: _Toc197742666][bookmark: _Toc203189790]The scope of ORM pertains to the management of work-related risk in the performance of the Department’s mission.  Risk management methodology shall be used by all DOI employees.  In lieu of creating an additional program burden, bureaus and equivalent offices may use a similar risk management process commensurate with the intent of this ORM plan.  

Operational Risk Management
Four principles govern all actions associated with ORM.  These continuously employed principles are applicable before, during, and after all tasks or operations, by individuals at all levels of responsibility.

Accept No Unnecessary Risk:
Unnecessary risk is that which carries no commensurate return in terms of benefits or opportunities. Everything we do involves some level of risk.  The most logical choices for accomplishing an operation or task are those that meet all requirements with the minimum acceptable risk.  The upshot to this axiom is “accept necessary risk” required to successfully accomplish the operation or task.

Make Risk Decisions at the Appropriate Level:
Anyone can make a risk decision.  However, the appropriate decision-maker is the person who can allocate the resources to reduce or eliminate the risk and implement controls.  The decision-maker must be authorized to accept levels of risk typical of the planned operation (i.e., loss of operational effectiveness, normal wear and tear on material).  He/she should elevate decisions to the next level in the management chain upon determining that those controls available to him/her will not effectively reduce risk to an acceptable level.

Accept Risk When Benefits Outweigh the Costs:
All identified benefits should be compared against all identified costs.  Even high-risk endeavors may be undertaken when there is clear knowledge that the sum of the benefits exceeds the sum of the costs.  Loss of life, however, is never an acceptable cost.  Balancing costs and benefits is a subjective process, and ultimately the balance may have to be arbitrarily determined by the appropriate decision-maker.

Integrate ORM into Planning at all Levels:
Risks are more easily assessed and managed in the planning stages of an operation or task.  The later changes are made in the process of planning and executing an operation or task –the more expensive and time-consuming they will become.

Figure 1 illustrates the objectives of the ORM process: protecting people, equipment and other resources, while making the most effective use of them.  Preventing accidents, and in turn reducing losses, is an important aspect of meeting this objective. 

In turn, by minimizing the risk of injury or loss, we ultimately reduce costs and stay on track to accomplish our mission.  Thus, the fundamental goal of risk management is to enhance the effectiveness of people and equipment by determining how they are most efficiently used.

Figure 1: ORM Objectives


[bookmark: _Toc462555502][bookmark: _Toc240541][bookmark: _Toc58914091][bookmark: _Toc158537672][bookmark: _Toc158711460][bookmark: _Toc203817273][bookmark: _Toc208217238]Risk Management Process
Risk management is the process of identifying, assessing, and controlling risks arising from operational factors and making decisions that balance risk costs with mission benefits.  We all use risk management on a daily basis in some form or another.  It applies to all missions and environments across the wide range of DOI operations.  Risk management is fundamental in developing confident and competent leaders, managers, supervisors, and employees.  Proficiency in applying risk management is critical to conserving our Department’s resources.

Levels of Risk Management
The risk management process operates on three levels.  Although it would be preferable to perform an in-depth application of risk management for every operation, task or process, the time and resources may not always be available.  The three levels are as follow:

Time-Critical
Time-critical ORM is an "on the run" mental or verbal review of the situation using the basic risk management process without necessarily documenting the information.  This time-critical process of risk management is employed to consider risk while making decisions in a time-compressed situation.  This level of risk management is used during the execution phase as well as in planning and execution during a crisis response.  It’s also the most easily applied level of risk management in any situation.  It is particularly helpful for choosing the appropriate course of action when an unplanned event occurs during execution of a planned operation or daily routine.

Deliberate
Deliberate ORM is the application of the complete process.  It primarily uses experience and brainstorming to identify risks and controls and is therefore most effective when done in a group.  Examples of deliberate applications include the planning of forecasted operations or events; review of standard operating, maintenance, or training procedures; and damage control or disaster response planning.

Strategic
This is the deliberate process with more thorough risk identification and assessment involving research of available data, use of analysis tools, formal testing, or long term tracking of the risks associated with the system or operation (normally with assistance from technical experts).  It is used to study the hazardous conditions and their associated risks in a complex operation or system, or one in which the risks are not well understood. 

Systematic Risk Management Process: The 5-M Model
Successful operations do not just happen; they are indicators of how well a system is functioning.  The basic cause factors for accidents or incidents fall into the same categories as the contributors to successful operations – Human (Man/Woman), Media (Environment), Machine, Management, and Mission. 

Risk management is the systematic application of management and engineering principles, criteria and tools to optimize all aspects of safety within the constraints of operational effectiveness, time, and cost throughout all operational phases.  To apply the systematic risk management process, the composite of hardware, procedures, and people that accomplish the objective (e.g., mission, task, or process), must be viewed as a system.

The 5-M model, depicted in Figure 2 provides a framework for analyzing systems and determining the relationships between the elements that work together to achieve an objective. When conducting a risk assessment do so in concert using the 5M Model.  


Figure 2: 5-M Model






ORM Assessment 
5-M Model Checklist

Determining Risk Associated with Personnel Selections (5-M – Man)
The human factor is the area of greatest variability, and thus the source of the majority of risks.  When deciding on personnel for a job, assess whether the following listed concerns have potential to increase risk and affect safe work performance. 

Employee Selection Considerations (list is not all inclusive): 
· Is the employee physically capable to perform the assigned work?
· Is a medical clearance required? If so, is the employee medically cleared to perform assigned work? 
· Is the employee trained and proficient in duties for which they will be assigned, to include use of equipment? 
· Does the employee consistently apply safe and healthful work practices? 
· Will assigned work cause a situational awareness problem for the employee?
· Will task saturation (work overload) increase risk and affect safe and healthful work performance? Note: As task saturation increases, performance decreases and execution errors increase. 
· Will work stress be problematic while performing work assignment?
· Are there any external stress factors (e.g., family/friend pressures) that may affect safe and healthful work performance?
· Will peer pressure increase risk level and affect safe and healthful work performance?
· Does the employee posses adaptive skills; capable of handling a changing environment? 
· Are job expectancies clearly defined and understood by the employee?
· Can the employee communicate effectively with others? 

Determining Risk Associated with Environment (5-M – Media)
Media (i.e., the environment we work in) are defined as external environmental and operational conditions.  Consider the following and assess the level of risk associated with each to determine if safe work performance may be affected.

Media - Environment (list is not all inclusive): 
· Visibility (fog potential, etc.)
· Temperature & humidity
· Wind
· Precipitation 
· Terrain 
· Elevation
· Wildlife concerns (bears, snakes, etc.)
· Vegetation concerns (poisonous, thick and difficult to move in, etc.)
· Human made obstructions
· Daylight and/or darkness
· Ventilation/air quality
· Noise
· Vibration
· Dust or any other type of airborne contaminants
· Road surface (pavement, gravel, dirt, ice, mud, dust, snow, sand, hills, curves, etc.)

Determining Risk Associated with Equipment (5-M – Machine)
Equipment (a.k.a., hardware and software) used as intended, limitations interface with man.  When determining equipment risks, consider the following:

Machine - Equipment (list is not all inclusive): 
· Is the equipment designed for the work?
· Is the equipment durable and reliable?
· How old is the equipment? Older equipment typically does not have upgraded safety features as the most current equipment readily available in today’s market. 
· Is the equipment ergonomically correct for the worker?
· Is the equipment properly maintained?
· Does the equipment have all of its manufactured parts?
· Is there sufficient supply of parts and supplies to make repairs and keep equipment operating safely? 
· Does the equipment have clear, accurate, and useable technical data for safe and healthful operational use? 
· Has equipment been subjected to field modifications that may affect safe performance?

Determining Risk Associated with Management (5-M – Management)
Management directs the process by defining standards, procedures, and controls.  Although management provides procedures and rules to govern interactions, it cannot completely control the system elements.  For example: weather is not under management control and individual decisions affect personnel far more than management policies.  When determining management risks, consider the following:

Management (list is not all inclusive): 
· Was there sufficient preparation and planning prior to the operation, process, or task?
· Are there standards (Policy, Federal Laws, etc.) that govern the work? 
· Are there procedures (checklists, work cards, manuals, etc.) for work assignments?
· Are there controls in place to address enforcement of rules, limitations, or restrictions (speed limits, seatbelt use, personal protective equipment requirements, etc.)?
· Have work rest cycles been established to address potential fatigue concerns?
· Are there appropriate supervisory controls for oversight of operations?
· Is the supervisor’s span of control ratio reasonable (e.g. ratio of 1 to 7)? 
· Will the supervisor be present at the work site or stationed elsewhere?
· Will there be safety observers assigned independent of the assigned work crew?
· Is there a communication plan in place to define how workers will be expected to communicate with each other?
· Can operations tempo increase risk and affect safe and healthful work performance?
· Has a contingency plan been created and are contingency resources readily available? 
· Is there a need for a “Memorandum of Agreement/Understanding” with a cooperating agency (i.e. public safety agencies: law enforcement, fire protection, medical, etc.)

Determining Risk Associated with Operation, Task, or Process (5-M – Mission)

Mission (list is not all inclusive): 
· Are the operations, tasks, or process objectives clearly defined?
· Are the objectives reasonable and obtainable? 
· Is the performance period reasonable or aggressive? 
· How effective are the interactions of the other M’s (Man, Media, Machine, and Management) in meeting mission requirements?
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	DEPARTMENT OF THE INTERIOR
Operational Risk Management Worksheet

	

	1.  Organization and Location

	
2.  Page     1     of    xx

	3.  Operation / Task


	4.  Beginning Date:
Open

	5. Ending Date:
Open

	6.  Date Prepared
9/28/2011


	7.  Prepared by  (Name / Duty Position)


	8.  Identified Risk:

	9.  Initial Risk Assessment 
	10.  Control Measures Developed for Identified Risks: (Specific measures taken to reduce the probability of risk occurrence.)
	11.  Assess the Residual Risk
	12.  How to Implement the Controls: (Include SOP’s, references, etc.)
	13.  Track & Control: (Continuous Leader Checks, Buddy System, etc.)

	(Be Specific)
	L
	M
	H
	VH
	(Be Specific)
	L
	M
	H
	VH
	(Be Specific)
	(Be Specific)

	








	








	








	








	








	








	








	








	








	








	








	









	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	



	14.  Remaining Risk Level After Control Measures Are Implemented: (CIRCLE HIGHEST Remaining Risk Level) 
	LOW
(Employee)
	MODERATE
(Supervisor/Branch Chief Equivalent)
	HIGH
(District Manager Equivalent)
	VERY HIGH
(Regional/State/Director or Administrator Equivalent)

	15.  RISK DECISION AUTHORITY:   (Approval/Authority Signature Block) (If Initial Risk Level is Moderate, High or Extremely High, brief Risk Decision Authority at that level on Controls and Control Measures used to reduce risks.  NOTE: if the person preparing the form signs this block, the signature indicates only that the appropriate risk decision authority was notified of the initial risk level, control measures taken and appropriate resources requested; and that the risk was accepted by the decision authority.) 

________________________________________
(Signature)
________________________________________
(Signature)
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